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Encryption - a two-way operation
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cleartext ciphertext
encrypt o
hello, world o LIF]I']I'b, _||:IE]I'E|
* decrypt

this is cleartext that guvf vf pyrnegrkg gung
anybody can easily encrypt y | nalobal pna vyl
read without the key | erng jvgubhg gur xrl
used by encryption. = decrypt hfrg ol rapelcgvba.

It's also bigger than
the box of text above.

This is some really
long text that we
mean to encrypt, and

output same

Y 'f nyfh ovttre guna
gur obk bs grlkg nohir,

Guvf wf fozr ernyyl

yhat grkg gung jr
zma gh rapelcg, nag

to keep these pearls 5lZe as Input gh xrrc gurfr crneyf
of wisdom out of the bs jwfgbz bhg bs gur
reach of the bad guy. ernpu bs gur ong thi.
We don't really know Bncrypt Jr gha'g ernyyl xabj
how anybody could - ubj nalobgl pbhyg
ever break our rot13 decrypt rire oernx bhe ehgl3

encryption, but if the
MSA puts its mind to
it, perhaps they will
manage.

lt's not an easy job
making up random
text for examples.

rapelcgvba, ohg vs gur
AFN chgf vgf zvag gb
v, creuncf gurl juyy
Znantr.

“gf abg na rnfl who
znxvat hc enagbz
grkg sbe rknzcyrf.
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Hashing - a one-way operation

cleartext MD5 digest
hello. world hash .| 22c3883K094136¢3
' function - F398391ae?1b201ﬂ4

this is cleartext that
anyhody can easily
read without the key hash - ’bd18d50253h[]1455
used by encryption. function f22e3f0d0030HEE
It's also higger than
the box of text above.

This is some really
long text that we aliways

mean to encrypt, and 128 hits
to keep these pearls
of wisdom out of the
reach of the bad guy.

We don't really know

how anybody could hash lhdd?edﬁﬁdaccflﬁee

ever break our rot13 functian *|"ac348bade7Bd33ee
encryption, but if the

MSA puts its mind to
it, perhaps they will
manage.

It's not an easy job
making up random
text for examples.

4 [Tport.ir



* . *
5

iTPORT D

: b Hash 5l eslaal s 4

oS ookl b of G aalsl s b« Wl oS sslizal 550 US s Hash

Verifying file integrity Lt <& s panis 1

tplio s MASSUM | g2s Law s L6 6T MD5 Jluie 13,57 s 4 b o315 (o0 s o 351 1, W e b 6 G oS e e 51

oS Sl oliabl Ll (s 51 5550 ol bt ssls MAS i b o
Hashing passwords | ;. 4Js ;s s hash 2

O VTSI Sy RE IS PE JOLRE IS

(digitally slla) digitally :5) 4 st 5,138 sl 3

1) s asls \)L..JJ:!)J&ZJJ Cj..éj@u‘ ’)k;d\ aj;u‘és

hash of private key
dacument '

| agree to pay \.
$5000 for the —— 3 has_h N 7Oeefld235dEea3h |
software function 4218362c752a0khvs
!'
document digita

bei !
Si;”egd signature 22247 8298325655
62292k5e1e08c2d

[Tport.ir



* . *
5

iTPORT D

:Hash s (,sLw) Collision
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now is the time
for all good men
to come to the

L
/ aid oftheir country \\_\‘H

different inputs ? [62eh0a3ed778cA30faBel 3e6051ae57 |
the same hash?

Four score and
SEevVen years ago
our fathers brought
forth, upon this
continent, a new
nation, conceived
in liberty, and
dedicated to the
proposition that
"all men are
created equal”
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(128 bits, obsolete) MD4 o
(128 bits) MD5

(160 bits) RIPEMD-160
(160 bits) SHA-1

SHA-256, SHA-384, and SHA-512 (longer versions of SHA-1, with slightly different o
designs)
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Hash Table(strings)
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The empty hash table of strings
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int hash(char *str, int table_size)

{

int sum;

/* Make sure a valid string passed in */

if (str==NULL) return -1;

/* Sum up all the characters in the string */

for(; *str; str++) sum += *str;

/* Return the sum mod the table size */

return sum % table_size;
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Hash Table(strings)
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The hash table after inserting "Spark”
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A hash table collision
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Hash Table(strings)
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Collision solved - "Notes" added to table
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